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ABSTRACT

In this paper, we perform vulnerability assessment of image
and video quality estimators (QEs). Our goal is to bring
awareness of the vulnerabilities of QEs to those who design,
implement, and deploy QEs. We hope this knowledge will
provide motivation to improve the accuracy of quality esti-
mators. We focus on the two applications of QEs for which
money is exchanged, and explore situations in which a system
that uses an image or video QE can be “gamed”, such that one
party takes advantage of another financially. We describe two
specific “attacks” on QEs, and demonstrate using subjective
tests that some existing QEs are vulnerable to these attacks.

1. INTRODUCTION

In analyzing systems, security researchers often use an adver-
sarial model, positing a “black-hat” adversary having certain
motivations and capabilities; a system’s strength can be ex-
pressed in terms of its ability (or failure) to resist the attacks
such an adversary could feasibly mount.

In the image processing community, such an adversar-
ial approach has been effectively used in watermarking and
forensics applications. The typical cycle is that “proponents”
design algorithms and “attackers” find ways to get around
these algorithms, which leads the proponents to design bet-
ter algorithms.

The first watermarking algorithms [1] were claimed to
be “robust against common signal processing algorithms and
geometric distortions when used on some standard images”
[2]. Subsequently, attacks on these watermarks were created
[2, 3], which then inspired the design of new watermarking
algorithms that were more robust to these attacks [4].

The goal of image forensics is to detect when an image
has been tampered or altered. Tamper-detection algorithms
include [5, 6]. Next, Gloe et al. [7] illustrate ways educated
image-counterfeiters can alter images so that they are not de-
tected as tampered by these algorithms. Subsequently, new
image forensics algorithms will be introduced that will be ro-
bust to these improved tampering strategies.

We believe a similar cycle can be effective to improve the
design of objective image and video quality estimators (QEs).
However, while the incentives for both adversaries (the pro-
ponents and the attackers) are clear for the watermarking and
image forensics applications, the incentives for such an arms

race in QE design is less clear. In this paper, we use vulner-
ability assessment to explore the adversarial positions ofQE.
A brief overview of vulnerability assessment is presented in
Section 2. Our goal is to bring awareness of the vulnerabilities
of QEs to those who design, implement, and deploy QEs. We
hope this knowledge will motivate improvements in both the
accuracy of quality estimators and the robustness of systems
deployed using QEs.

Next, in Section 3, we focus on two applications of QEs in
which money may exchange hands: content acquisition, de-
livery and the associated legal agreements, and benchmarking
for product sales and marketing. For these two applications,
we describe incentives that may tempt any party in these ne-
gotiations to become “attackers” (i.e., to take unfair monetary
advantage of another party). We elaborate on a variety of sce-
narios in which vulnerabilities in QEs may be exploited.

While one can envision many ways to cheat, we focus
here on ways that exploit weaknesses in an objective quality
estimatorQobj . These weaknesses occur when the objective
QE has output greater than a thresholdT (Qobj > T ) but
the actual subjective quality is less than the same threshold
(Qsubj < T ), or vice versa. While any objective QE likely
has some instances in which this occurs, those QEs withsys-
tematicweaknesses are most vulnerable to exploitation.

Section 4 describes several specific attacks on a subset
of existing QEs, whose effectiveness are verified in section5
using subjective tests. We conclude with some recommenda-
tions for those designing, implementing, and deploying QEs.

2. VULNERABILITY ASSESSMENT

The security community has long used adversarial models as
tools to assess and strengthen systems. Such analysis gen-
erally starts with a system or protocol having certain desir-
able security properties. The analysis proceeds by consider-
ing whether an attacker, given reasonable resources (for ex-
ample, time and money) could violate those properties and,
if so, how the system might be improved so that the attack
is infeasible. The goal of such analysis is not generally to
prove theoretical correctness or stringent bounds on the char-
acteristics of an algorithm; instead, it is to assess how the
system might perform in a real-world environment, where an
attacker’s capabilities and motivations are typically bounded
by practical limits. Thus, we make two fundamental assump-



tions throughout: everyone wants more money (either greater
income or smaller outflow) and no one will pay more to ex-
ploit a weaknesses than they would gain as a result. It is useful
to express this tension between the value of exploitation and
the cost of protecting against attack in economic terms [8].

The techniques used in analyzing such systems are
broadly referred to as “vulnerability assessment” or “vulner-
ability analysis” [9]. The means to perform such assessments
vary, but generally involves finding a class of input which an
attacker could use to cause the system to behave in a way un-
foreseen by the designers of the system and beneficial to the
attacker. The system is then said to bevulnerableto an attack
using those inputs. The best-known example of such an at-
tack is the buffer overflow: a buffer of lengthn accepts input
from the attacker, who supplies a value of lengthn + m; the
overflowing value is used to overwrite the program’s frame
or stack pointer, allowing the attacker to take control of the
program.

While this assessment is performed against a specific sys-
tem (say, a particular web server implementation), the vulner-
abilities exposed generally fall into broad classes, allowing
general design and implementation guidelines to be deduced.
The buffer overflow, for example, is a class of input validation
failure; such flaws can be mitigated by compile- and run-time
checks, improved programmer education, and limitations on
the degree of control an attacker has over the input to a pro-
gram. By the same token, while we consider flaws in specific
objective QEs in this paper, we believe applying these adver-
sarial approaches to the problem of quality estimation willaid
in the development of stronger systems.

3. APPLICATIONS WITH MONETARY EXCHANGE

A variety of applications for a QE are described in [10], in-
cluding algorithm optimization, writing product benchmarks,
system provisioning, content acquisition and delivery, out-
age detection, and system troubleshooting. Of these, two are
likely to involve an exchange of money between two or more
parties: service-level agreements (SLAs) for content acquisi-
tion and content delivery, and benchmarking for product sales
and marketing. We describe these here, along with descrip-
tions of some scenarios for exploiting potential vulnerabilities
in an objective QE.

3.1. Service Level Agreements and other legal contracts
Service level agreements (SLAs) are legal contracts between
entities for content acquisition, content delivery, or both.
There may be up to three types of entities in an SLA: the
service provider S, the network provider N, and the customer
C. Contracts may be implicit or explicit. In general, money
flows from C to N, from N to S, or directly from C to S. It
is also possible to consider contracts between only two par-
ties, for example, between S and C or between two different
network providers, N1 and N2.

A QE for content acquisitionandcontent deliverydeter-
mines if either the incoming material or the outgoing material
has sufficient quality. For acquisition and delivery of images,
a QE must [10]

Alarm when Qsubj(v) < T for more than α% of images.
(1)

Similarly, a video QE must

Alarm when Qsubj(v) < T more than N times in t seconds.
(2)

A legal contract for content acquisition and delivery will spec-
ify an objectiveQobj(), and the parametersT,N, t, andα.

With 3 types of entities, and possibly multiple networks,
many options to obtain monetary advantage are possible for
SLAs. A subset of scenarios for potential exploitation are:
Scenario SLA1: S provides N video to be sent to C. N saves
bandwidth (and money) by reducing the bit-rate of the video
while satisfying its contract with S thatQobj > T . However,
the video may not satisfyQsubj < T .
Scenario SLA2: Video is sent from S to network provider
N1, to network provider N2, to C. N1 is both a service
provider and an access provider (i.e., a competitor to S and
N2). N1 degrades the video transported to N2 such that
Qsubj < T , while satisfying contractual obligations with
Qobj > T . If C buys the video directly from N1, N1 provides
undegraded video at the sameQobj . A customer then has
incentive to switch from N2 or S to competitor N1.
Scenario SLA3: N charges S to deliver video to C using one
QE,Qobj1. S uses a second more accurate QE,Qobj2, to ob-
tain better subjective quality for the sameQobj1 (and hence
cost).
Scenario SLA4: S and C collude to take advantage of N.
S altersv to createQobj(v) << T , but with Qsubj(v) >
T . C demands a refund from N, even though the quality was
acceptable.

While these are only a few examples, they illustrate sev-
eral important aspects of effective contracts using QE. First,
monetary gain can be obtained without being malicious.
Some situations correspond to a loss ofpotentialrevenue, as
opposed to the loss ofactual revenue. Second, N must en-
sure its SLAs measureQobj using the same function for both
acquisition and delivery, otherwise it will be vulnerable to
exploits similar to the final one above. While this may seem
obvious, it is important to emphasize, since early systems
have been deployed without this realization.

3.2. Product marketing and sales

The goal of a product marketer, M, is to convince the pur-
chaser, P, of the superiority of one product over another.
Statements about subjective quality for product marketing
may take the form [10]

Qsubj(p1(v)) > T for α% of v ∈ V, (3)



or

Qsubj(p1(v)) > Qsubj(p2(v)) + δ for β% of v ∈ V, (4)

wherep1 andp2 are the two products being compared, and
they produce processed contentp1(v) andp2(v), respectively.
T is a quality threshold, and the marketer, M, will carefully
select the set of sourcesV for which α, β, andδ are as large
as possible. When a QE is used for product marketing,Qobj()
is substituted forQsubj().

We describe three scenarios for this application in which
vulnerabilities of a QE may be exploited for marketing and
sales to consumers (not professionals). The first and third
rely on P trusting the quality estimatorQobj(), and the first
two rely on M showing at least one actual visual comparison
to P prior to purchase.

Scenario M1: M scares P into buying a more expensive
product. The purchaser P has done research about his required
specifications, and knows he wantsQsubj > T . M has two
products,p1 andp2 for sale, each withQsubj > T for almost
all original videos. However, the more expensivep1 actually
hasQsubj(p1(v)) >> T for almost allv. The specifications
for each product state thatQobj(pi(v)) > T for mostv, so
either product should satisfy the purchaser P.

However, M knows a systematic weakness inQobj . M
visually demonstrates the products to P using a specially se-
lectedv∗, an original video for whichQsubj(p1(v

∗)) > T ,
Qsubj(p2(v

∗)) << T , andQobj(p2(v
∗)) ≈ T. M shows P

both products withv∗. P can see thatp1 looks better thanp2

and thatp2 does not have the desired qualityfor this specific
video. P spends more money to purchasep1, even thoughp2

satisfies his requirements.

Scenario M2: M convinces P to buy an inferior product
from M instead of a better product from M’s competitor. Let
p1 be the product from M andp2 be the product from M’s
competitor. The purchaser P knows she wantsQsubj > T .
The benchmarks show thatQobj(p1(v)) <= Qobj(p2(v)) for
a substantial fraction ofv ∈ V, and thatQobj(p1(v)) < T
for most v. Thus, p1 does not have sufficient quality for
P’s needs. M demonstratesp1 using severalv∗ (which
are different than that in the previous scenario), all with
Qsubj(p1(v

∗)) > T . (These may also haveQobj(p1(v
∗)) <

T .) P is (incorrectly) convinced thatp1 is adequate and buys
it from M.

Scenario M3: M lies to P about the superiority of M’s
product relative to a competitor. Again, letp1 be the prod-
uct from M andp2 be the product from M’s competitor. M
knows that for almost allv, Qsubj(p1(v)) < Qsubj(p2(v)).
However, M carefully chooses a setV of videos for which
Qobj(p1(v)) > Qobj(p2(v)), and reports specifications for
this set of videos only. This can be achieved easily if M has a
second more accurate QE,Qobj2, whose use would allow M
to screen potentialv.

3.3. Discussion

In both product marketing and SLAs, there is often an asym-
metry in power between attackers and defenders. Attacker M
has more time to develop strategies than defender P, for ex-
ample. Also, inside a network N, the available inputs to a QE
are typically constrained due to cost and system constraints.
Such QEs often rely on bitstream or even parametric informa-
tion about the bitstream [11] (i.e. they may use only bit-rate
or packet loss rate). On the other hand, S and C often have no
such constraints and may use a pixel-based QE; thus they may
take advantage of systematic andunavoidableweaknesses in
a parametric QE.

4. “ATTACKS” ON QUALITY ESTIMATORS

In this section, we provide concrete examples of systematic
weaknesses in some selected QEs, to illustrate how one might
attack existing QEs. First, we describe an attack that system-
atically processes an arbitrary video to createQobj(p(v)) >
T when Qsubj(p(v)) < T , for a given QE. This attack is
appropriate for Scenario SLA2. Second, we present an at-
tack that processes a video to createQobj(p(v)) < T when
Qsubj(p(v)) > T , which is appropriate for Scenario SLA4.
Third, we briefly discuss the adversarial approach first intro-
duced in [12] that uses one more accurate QE to systemati-
cally identify weaknesses in a less accurate QE.

4.1. Re-encoding attack

The re-encoding attack is a systematic way to create a class of
videos for whichQobj > T whenQsubj < T , for vulnerable
QEs. While it is most effective against parametric QE, it also
demonstrates vulnerabilities in other pixel-based QEs.

In the re-encoding attack, the attacker first heavily com-
presses the videov, using a coarse quantizer. The coarsely-
quantized video is decoded, and the pixels are shifted slightly
to the right or left. The shifted video is then re-encoded with
a fine quantizer. The final video has a relatively high bit-rate
because the second encoding faithfully retains the poor qual-
ity caused by the first encoding. Thus, a parametric QE that
uses both quantizer step-size and bit-rate (or either one indi-
vidually) fails to characterize the poor subjective quality.

We applied this attack to nine 10-second CIF sequences:
Foreman, Silent, News, Akiyo, Coastguard, Container, Mother
and Daughter, Table Tennis, andHall monitor and four 5-
second CIF sequences:Mobile and Calendar, Football, Bus,
andBicycles. Each video is first encoded using MPEG-2 with
a fixed quantizer step-size of QPattack = 28. Each video is
then decoded and shifted by two pixels to the right or left.
Video whose original has a black bar on the left are shifted
left; all others are shifted right. Finally, we re-encode with
MPEG-2 using a fixed QP=2,4, or 6.

Figure 1 shows the bit-rate,R, as a function of quantizer
step-size, QP. The lines correspond to a single encoding at the
indicated QP and the symbols correspond to the re-encoded
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Fig. 1. Bit-rate as a function of quantizer step-size. Lines
are for a single encoding. Symbols correspond to re-encoded,
shifted videos.

video. Individually, each attacked video has lowerR for the
same QP than without the attack. However, because of the
large variation betweenR and QP in the thirteen original en-
codings, the pair (R,QP) of all except two of the “attacked”
videos are within the range of those without the attack. Note
that the shift is necessary for the re-encoding attack to be
effective. Re-encoding using a fine quantizer without first
shifting the image produces substantially lower bit-ratesthan
when the shift is present.

4.2. Pillarboxing attack

The pillarboxing (or equivalently letterboxing) attack isa sys-
tematic way to create a class of videos for whichQobj < T
whenQsubj > T , for vulnerable QEs. The most vulnerable
QEs to this attack are those that measure blocking by averag-
ing on-grid edge strength. Letterboxing is the black pixelson
top and bottom of an image; pillarboxing is black pixels on
the left and/or right of an image.

In the pillarboxing attack, the attacker adds pillarboxing
(or letterboxing) to the original image prior to encoding with
a fine quantizer. To be most effective, the attack forces the
number,L, of black pixels on the image edge to be exactly
L = 8. In our implementation of this attack, we first add
pillarboxing and compress using MPEG-2 with a fixed QP=4.
The effectiveness of this attack is evaluated below.

4.3. Adversarial attacks
Adversarial attacks enable an attacker to use one (better) QE
to systematically identify weaknesses in another QE. The no-
tion of using one QE as an adversary to another has already
been proposed by Wang and Simoncelli [12]. Their Maxi-
mum Differentiation (MAD) Competition synthesizes image
stimuli which maximize (and minimize) the response of one

QE while holding the response of the other QE fixed. The op-
timization strategy they present relies on the fact that thetwo
QEs they consider (MSE and SSIM [13]) are differentiable.
However, their method demonstrates the feasibility of using
such an optimization for scenarios SLA1 and SLA3. In addi-
tion, such an approach could be used to assist in screening for
selectedv⋆ in Scenarios M1-M3.

5. SUBJECTIVE EVALUATION OF ATTACKS

We performed a subjective test of image quality using frame
30 of four sequences:Foreman, Silent, Hall Monitor, and
Coastguard. A set of 15 images was generated for each se-
quence using ten images of a single encoding, with QP=2, 4,
6, 10, 14, 18, 22, 26, 28, 30; two images of the re-encoding at-
tack with first QPattack = 28 and second QP=2, 4; and three
images for the pillarboxing attack with QP=4 andL = 0, 7, 8.
WhenL = 0, any black pixels on the image edges are re-
placed with the closest non-black pixels.

Figure 2 show a sampling of these images, specifically
frame 30 (an I-frame) ofSilent, without and with attacks. Fig.
2(a) and (c) both have QP=4, but the latter has been attacked
with the pillarboxing attack withL = 8. Fig. 2(b) is en-
coded with QP=28, and Fig. 2(d) has been attacked with the
re-encoding attack applying a shift of 2 pixels and a second
encoding with QP=4. It is evident that the visual quality of
Fig. 2(d) is much worse than that of Fig. 2(a), although both
have identical quantizer step-size in the final encoding. Inad-
dition, with the exception of the black bar on the right, the
visual quality of Fig. 2(c) is quite similar to that of Fig. 2(a).

We conducted a subjective test using paired comparison
among the 15 images in each set for the four sequences.
Twenty viewers were shown a series of pairs of images ob-
tained by processing the same original image, and asked to
select the image with “better quality” using a viewing dis-
tance of 24 inches. The pairs to test within each set are
chosen adaptively for each viewer using a binary-sort strat-
egy [14], which ensures that more similar pairs are compared
more often. Finally, each viewer compared those pairs that
were separated by one ranking in the resulting sorted list, thus
obtaining additional comparisons of similar images.

We use the Bradley-Terry model [15] to analyze the sub-
jective test results. In the Bradley-Terry model, the relative
quality between two images islog πi−log πj , where the prob-
ability that imagei is preferred to imagej is modeled by
πi/(πj + πj), with

∑
i πi = 1. The maximum likelihood

estimate ofπi can be found iteratively [15]. This model only
defines the relative quality between tested images, not abso-
lute quality. We define a Just Noticeable Difference (JND)
unit to be a change in subjective quality that can be identified
by 75% of viewers. Then we express theRelative Subjective
Quality, ∆Qs in JND units relative to the image of the same
content compressed with QP=2.

Figure 3 shows Marziliano’s Blur [16] as a function of



(a) QP=4 one encoding, Blur=6.2,
GBIM=1.4,∆Qs = 0.020 JNDs

(b) QP=28 one encoding, Blur=18.9,
GBIM=6.6,∆Qs = 12.46 JNDs

(c) Pillarbox attack,L = 8, QP=4.
GBIM=4.2. ∆Qs = 0.22 JNDs

(d) Re-encoding attack: QP=28 shifted and re-encoded
with QP=4. Blur=8.5,∆Qs = 12.50 JNDs.

Fig. 2. Silent, frame 30 with and without attacks. (a) and (c) have similar subjective quality; however, the black pixels on the
edge of (c) result in a substantially worse rating from GBIM.(b) and (d) have similar subjective quality; although, (d) is rated
by a vulnerable QE similarly to (a).

relative subjective quality∆Qs for the re-encoding attack,
and Figure 4 shows the Generalized Block Impairment Met-
ric (GBIM) [17] as a function of relative subjective quality
∆Qs for the pillarboxing attack. Both QEs increase as∆Qs

increases from zero. The minimum GBIM is defined as one,
while the Blur is non-negative. In each figure, the lines cor-
respond to the images without attack, while the isolated sym-
bols correspond to the images produced from an attack.

When there is no attack, Blur and GBIM increase with
increasing∆Qs for each sequence, as expected. The results
for Silent, Foreman, and Hall Monitor are closely aligned,
while the objective QE values forCoastguardincrease more
quickly than for the other three sequences. This highlights
another drawback of these QE; they are not always accurate
at quantifying qualitybetweendifferent source content.

However, Figures 3 and 4 illustrate that both attacks are
highly successful. For all sequences, the re-encoding attack

dramatically degrades the subjective quality without substan-
tially altering the Blur value. Similarly, the pillarboxing at-
tack dramatically alters the output of GBIM without signif-
icantly affecting the subjective quality. Further, pillarbox-
ing can be easily hidden during display, either coincidentally
(with overscan in a TV) or intentionally (by an attacker who
also controls the software for display, e.g. Scenario SLA4),
further lessening the visual impact of such an attack.

6. CONCLUDING THOUGHTS

In this paper we applied vulnerability assessment to objec-
tive image and video quality estimators. We described incen-
tives for scenarios in which attackers might exploit QEs. Both
the re-encoding and the pillarboxing attacks we presented are
highly successful on the QEs studied. However, these attacks
are primarily a proof of concept; for example, not all blocking
QEs will be vulnerable to the pillarboxing attack. These at-
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Fig. 3. Blur as a function of subjective quality. Symbols-only
correspond to the re-encoding attack with both QP=2 and 4.

tacks do, however, illustrate that systematic weaknesses exist
in several of today’s QEs. In particular, bitstream or para-
metric QEs (that use only bit-rate, packet loss rate, and other
“parameters”) will almost always be at a disadvantage relative
to QEs that rely on additional pixel information.

The attacks described here illustrate several important
general principles about the design and deployment of QEs.
In particular, an adversarial approach is useful to supple-
ment the standard subjective verification of objective QEs.
Exploitable vulnerabilities should be quantified, if not elim-
inated. For example, it is easy to envision simple modi-
fications to increase the robustness of the vulnerable QEs
presented here. When a QE is selected for deployment, it
should be evaluated based not only on its cost, computational
efficiency, accuracy and applicable content types, but alsoon
the threat environment it will encounter in its application.
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